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Motivation

Runtime Integrity vs. Runtime Attestation mechanisms
• Control Flow Integrity (CFI)
• Control Flow Attestation (CFA)
• Both are defenses for run-time attacks – do we need both?

CFI 
• A mechanism on the executing device to detect
• Widely studied – available in commercial device

• e.g., Intel CET, ARM PA & BTI

CFA
• A mechanism on the executing device to produce evidence
• First proposal was less than 10 years ago [C-FLAT, CCS’16]
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How do CFI and CFA fit into landscape of 
runtime defenses and with each other?
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Questions to answer …

Q1. How do CFA and CFI goals differ?

Q2. What are the assumptions, 
features, and design spaces of CFI vs 
CFA, as well as their similarities and 

differences?

Q3. What makes CFA different from 
attesting adherence to a CFI policy?

Could CFA uncover attacks that CFI 
would not (and vice-versa)?

Q4. Could CFI and CFA coexist on the 
same platform?
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Systematized CFI and CFA techniques

Selection criteria:

● All available CFA literature (at the time)

● Categorize CFI techniques based on:

○ Papers published in big 4 security venues

○ Papers with more than 100 citations

○ Techniques adopted by mainstream compilers or 

hardware architectures
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Explored the design space of existing CFI and CFA techniques

Objectives
Local Detection

Remote Detection
Auditing

Mechanisms
Enforcement
Monitoring

Hybrid

Execution Environment
Hardware-agnostic
Extension-specific

RoT-based

Effectiveness
Coverage

Compatibility
Feasibility

Performance
Scalability

Attack Vectors
Pitfalls

Control Flow Bending
Race Conditions
Side-channels

CFI/CFA Design Space
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CFI and CFA schemes share many 
commonalities in their strategies.

But, they also have distinct system 
requirements- including threat 

model, execution environment, and 
underlying mechanisms.
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CFI is clearly the best choice for local detection of 
runtime attacks.

CFA enables remote (and offline) execution path 
analysis, giving remote visibility to complex path 
deviations that would be oblivious to most CFI.

CFA makes logic control path bugs observable.

CFA facilitates auditing and root cause analysis if 
the evidence is reliably delivered to the verifier.
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Given the trade-offs between CFI and 
CFA, a hybrid approach could offer 

both local responses to simpler 
runtime attacks and remote visibility 

to complex attacks. 

On the other hand, overheads of both 
approaches on the same platform 
could challenge practical adoption.



Thank you !
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For more information, see our poster!

 To read the full paper.

Takeaways

CFI and CFA schemes share many 
commonalities in their strategies.

But, they have distinct system 
requirements

A hybrid CFI-CFA approach could offer 
local responses to simple attacks and 

remote visibility to complex ones. 

On the other hand, overheads of both 
approaches on the same platform could 

challenge practical adoption.

CFI focuses on local detection of 
control-flow violations.

CFA provides remote evidence of 
execution behavior regardless of 
underlying policy enforcement.

CFI is clearly the best choice for local 
detection of runtime attacks.

CFA enables remote execution path 
analysis: potentially revealing logical 

bugs, complex path deviations, exploit 
root causes.
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